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Digital Safeguarding

What are the new digital trends
with our children?
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Smoothwall Online Safety at Home

Enjoyment Behaviour
communication

Awareness Consequences
Information
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Smoothwall A Partnership
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Smoothwall National Level

New research shows
child accounts
directly targeted with
graphic content
within as little as 24
hours of creating an
online social media
account
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New Online

Harms Laws

line harm #SafeOnline

e Milestone Online Safety Bill will help safeguard
young people and clamp down on racist abuse online

¢ Bill to be published today includes new measures to
uphold democratic debate online

o Financial fraud on social media and dating apps
included to protect people from romance scams and
fake investment opportunities

New internet laws will be published today in the draft
Online Safety Bill to protect children online and tackle
some of the worst abuses on social media, including
racist hate crimes |
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Smoothwall Statutory Duty

| .
HM Government

&

Department
for Education

Prevent Duty Guidance:
for England and Wales

Guidance for specified authorities
in England and Wales on the duty
in the Counter-Terrorism and
Security Act 2015 to have due
regard to the need to prevent people

K e epi n g ch il d r en from being drawn into terrorism.
safe in education

2021
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Smoothwall Students accessing

Good

Talk Know Support

Enjoy smoothwall



Digital Safeguarding

How can we ensure we are
safeguarding our students
effectively?
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Smoothwall Where are young people going in the
digital environment and why is this important?
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Content, Contact, Conduct and Commerce
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Smoothwall Younger Children

In chat

functionality gy

Privacy and Inappropriate

content and

Security N A
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Smoothwall Keeping aware

common)sense

media
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Smoothwall Games
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Smoothwall Gaming

Among Us

Among Us is a game set on a spaceship played with 4-10 other players. Players can choose
to join a game with people they don't know or create their own private game with friends.
The game randomly selects one of the players to be an ‘imposter’ who the other players
must defeat to win the game. You can play it on mobile and desktop.

Official age Net Aware age
rating recommendation

https://www.net-aware.org.uk/networks/among-us/
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Smoothwall Gaming questions

1. What is the average age of a male gamer in the UK?
2. What is the average age of a female gamer in the UK?

3. How many hours do you have to spend on Fifa to get the best
team?

4. How much money do you have to spend on Fifa to get the best
team?

https://www.net-aware.org.uk/networks/among-us/



Smoothwall Gaming answers

£6.5k
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Smoothwall Abbreviations

ED

000090
FEELSBATMAN
AlITR

999

NIFOC

PENTS

_MIRL

-YEO




Smoothwall Abbreviations

ED = Eating disorders

55055 = Crying my eyes out
FEELSBATMAN = Feeling negative (Meme)
AITR = Adult in the room

999= Adult in the room

NIFOC = Naked in front of camera

PENT5= Penis

 MIRL = Let's meet in real life

-YEO= For your eyes only

PAW = Teachers are watching




Smoothwall Stranger danger

Monkey

Make new friends
face-to-face

GETITON
}\ Google Play

(Da start Chat

| certify | have read and agree to the Community guideline .
certify | am at least 18-years old and have reached the age o
majority where | live.
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Smoothwall Tiktok

d

TikTok

Privacy & Safety Chacklist

https://www.childnet.com/blog/advice-for-parents-what-to-
do-if-your-child-sees-something-upsetting-online

https://www.thinkuknow.co.uk/parents/articles/what-to-do-if- SmOOthwa '.'.

your-child-has-seen-something-inappropriate-online/



https://www.childnet.com/blog/advice-for-parents-what-to-do-if-your-child-sees-something-upsetting-online
https://www.thinkuknow.co.uk/parents/articles/what-to-do-if-your-child-has-seen-something-inappropriate-online/

Smoothwall Polls

hack-cheat.org

GET HONEST
VOTES

¥

Love my new kicks?
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Mow cute is this?
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- Do you like dating?
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What am | dreaming about?
37 vt

» Shall | give him another try?
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Rate me!
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Who gave me this card...

Are you romantic?

&
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Smoothwall Tiktok

METRO

Alexa suggests lethal TikTok
challenge to 10-year-old
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Smoothwall Tiktok — Relationships

| transfer you money?

SEX WORKERS ON THEIR
MOST TABOO REQUEST

Wien | hag
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Sex workers from different #sexwork Fsexworkiswork
generations on the most ta #fyp #foryou #foryoupage
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#stitch with @meirabrody I'm a sexworker if youd like
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Smoothwall Body Image — Boys

WEIGHT ™
LOSS

Nl

Injections for weightloss!! Weight Loss Injections
#weighloss #injection #we #weightloss #heaith #Fitn

Best weight loss
med to date
JUST APPROVED

smocothwall




Smoothwall Only Fans — Access to Porn — Expectations

@n| Y7l
RICH LIST

1 MILLION

8 just 6 months after
| joined OnlyFans "

https://www.internetmatters.org/hub/news-blogs/what-is-

onlyfans-what-parents-need-to-know/ SmOOthwau.h



https://www.internetmatters.org/hub/news-blogs/what-is-onlyfans-what-parents-need-to-know/

Smoothwall Live streaming — Multiple platforms
All at once
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Smoothwall IWF — Who are they? Oﬂytl:

Watch
Foundation

Wef6lind child sékual
abuse online every 3
minutes in 2020.

#FaceTheFactsIWF
smocothwall



IWF — #hometruths @ IEWF

Watch
Foundation

#HomeTruths

WHAT CAN PARENTS
AND CARERS DO?




Smoothwall IWF — #gurlsoutloud Oﬂgf

Watch
Foundation

#GurlsOutLoud

. . Block. Report. Tell

BLOCK. REPORT.

TELL SOMEONE
YOU TRUST.

Watch on B Youlube
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Smoothwall Protection — cameras
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Smoothwall Sharenting

ocothwall’
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Smoothwall Digital reputation — make a positive footprint

What is out there Privacy and
about you? security settings

What are you Deactivate
posting? or delete
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Digital Safe gle
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Further resources
\{
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Smoothwall Streaming services




Smoothwall Google Family Link

ne : 3OCPL.m1115 | AR 30 O w1115
< Logan : Screen time & Logan :
0 MORE
App activity - Last 7 days G) ‘
DAILY LIMIT BEDTIME
Q YouTube Kids 24m Not scheduled (5] E] Logan's Device
Last online today

comy Uphill Rush Racing 3m SETTINGS  RING DEVICE
A

- .
. Epic Skater 21m Help & feedback

4
MORE

0 Having trouble with Family Link or Logan's
Google experience? Find out what you can do.

SEE OPTIONS
Screen time * Logan's Device
Device unlocked
Privacy
< Bedtime
Mone; 9 Review the privacy practices for Logan's
L Devices will lock when time is up. Calls will be allowed, in account.
@ Daily limit case Logan needs to reach you
None

PRIVACY NOTICE
More about screen time
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Smoothwall Apple Family Share
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Smoothwall Guided access and screen pinning

Search settings & Screen pinning (%)
Settings £ Accessibility
88 Switch Control
Network & Internet On @
Voice Control Wi-Fi, mobile, data usage, hotspot
Notifications Ask for PIN before unpinning ®

Side Button .
Connected devices

Sounds & Haptics
Bluetooth, Cast, NFC

Apple TV Remote
Do Not Disturb

Keyboards Apps & notifications

Screen Time o
Permissions, default apps

AirPods

& Security & location
Play Protect, screen lock, fingerprint

Hearing Devices

RTT/TTY Display
Wallpaper, sleep, font size
Audio/Visual

Sound
Volume, vibration, Do Not Disturb

Storage
56% used - 14.22 GB free

=% Passcode Guided Access

Music. 1Password Slack
Emergency SOS
eecse ) Security & location

. 9 4 = Play Protect, screen lock, fingerprint
EI @ 9‘ r ‘ i Privacy

< O 0

< (®) [}
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Smoothwall Lego — build and talk

Build & Talk

LEGO® activities to help you talk to your

child about digital safety and wellbeing

The Online Explorers The Watch Outs
Nepresenting the things kids love abowvt being osline epe ;:;‘0:!:"‘;..;'::001-‘004

https://www.lego.com/en-gb/aboutus/buildandtalk SmOOthwau.ﬁ



https://www.lego.com/en-gb/aboutus/buildandtalk

Smoothwall Pantosaurus

EVERY CHILDHOOCD |5 WORTH FIGHTING FOR
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Smoothwall Broadband & Mobile Networks

Broadband & mobile

networks

Broadband, mobile and WiFi providers offer filters to limit the inappropriate
content a child might see. As these typically have to be set manually, you'll find a
comprehensive list of parental control guides that we've created to make this

process easier to follow with our step by step videos and visual instructions.

https://www.internetmatters.org/parental-controls/broadband-mobile/  SIMOGEHhwall



https://www.internetmatters.org/parental-controls/broadband-mobile/

Smoothwall Supporting your children to be phone
ready?

‘_o*"‘". .

Fob o YLAINGL DS
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Learn about the PhoneSmart Licence Play interactive stories and earn your
and get your kids started. PhoneSmart Licence

e

Parent - Homepage (eephonesmart.co.uk) SmOOthwau‘



https://eephonesmart.co.uk/

Smoothwall Games Consoles

Gaming consoles &
Platforms

If your child is a keen gamer and uses a range of consoles or devices to play the
latest games, take a look at our list of consoles, platforms and gaming apps
parental control how-to guides to get up to speed on how to set the right level

of protection to give them a fun and safe experience.

& XBOX ONE X & XBOKX 360 e

Nintendo 3DS
guide
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Smoothwall Report harmful content

REPORT
HARMFUL
CONTENT

Helping everyone to report harmful content online

O@@PDQ@.O

Threats Impersonation Bullying and Self-harm or Online Abuse Violent Content Unwanted Sexual Pornographic
Harassment Suicide Content Advances Content
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Smoothwall Report remove

HOw TO GET JOUR IMAGE REMOVED

If youre under 168 and a nude image or video of you has been shared online, you can
report it and to be removed from the internet. You'll need to:

® Select your age and follow the steps below. R E P : RT
¢ Create a Childline account so we can send you updates on your report. R E M Oi E

® Report your image or video to the Internet Watch Foundation (IMWF).

Nude image of you online?
We can help take it down.

To help you get your image removed we need to know how old you are.
Please select your age using one of the buttons below.

Under 13 years old 13-15 years old 16-17 years old
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Katherine Howard

Digital Safeguarding Training Lead
Smoothwall and eSafe

Email : kat.howard@smoothwall.com
Phone : 07734214090



